
Ciberespacio,
nuevo medio de amenaza a 

la seguridad ciudadana.
Ciberdelitos:
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¿Ficción o realidad?
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Introducción

��r-uঞu�7;�Ѵ-�7�7-7-1࣐;�ƐƖƖƏķ�;Ѵ�vbv|;l-�bm|;u-
m-1bom-Ѵ� _-� vb7o� |;vঞ]o� 7;� �m� =;mॕl;mo�l�Ѵ-
ঞ7bl;mvbom-Ѵķ� 7bm࢙lb1o��� 1olrѴ;fo� t�;� _-� ];-
nerado transformaciones de manera impactante 
;m�|o7-v� Ѵ-v�;v=;u-v�7;� Ѵ-��b7-�7;Ѵ�v;u�_�l-moĹ�
Ѵ-� ]Ѵo0-Ѵb�-1bॕmĺ� �-� 7;vu;]�Ѵ-1bॕm� 7;� Ѵ-� ;1omo-
lझ-ķ� Ѵ-� -r;u|�u-� 7;� l;u1-7ov� �� ;Ѵ� bm1u;l;m|o�
;�rom;m1b-Ѵ�7;Ѵ�Y�fo�7;�0b;m;v���v;u�b1bov���7;�
r;uvom-v�-�;v1-Ѵ-�|u-mvm-1bom-Ѵ�_-m�;vঞl�Ѵ-7o�
;Ѵ�1u;1blb;m|o���;Ѵ�7;v-uuoѴѴo�7;�Ѵov��v|-7ovķ�mo�
voѴo�;m�;Ѵ࢙�l0b|o�;1omॕlb1oķ�vbmo�|-l0b࣐m�;m�Ѵov�
;vr-1bov�vo1b-Ѵķ�roѴझঞ1o���1�Ѵ|�u-Ѵĺ

�o� -m|;ubou� _-� =-1bѴb|-7o� ;Ѵ� v�u]blb;m|o� 7;� �m-�
rѴ࣐|ou-�7;�m�;�-v�|;1moѴo]झ-vķ�ruorb1b-7-�rou�Ѵ-�
ѴѴ-l-7-�!;�oѴ�1bॕm�$;1moѴॕ]b1-ķ� Ѵ-�1�-Ѵ�_-�r;u-
lbঞ7o� Ѵ-� 1om�;u];m1b-� r-u-� Ѵ-� bmmo�-1bॕm� 7;Ѵ�
procesamiento del conocimiento y la aplicación 
7;�7ov�;Ѵ;l;m|ov�l���blrou|-m|;vĹ�Ѵ-�bm=oul--
1bॕm���Ѵ-�1ol�mb1-1bॕmĺ��vझķ�Ѵ-v�|;1moѴo]झ-v�7;�Ѵ-�
bm=oul-1bॕm��� Ѵ-� 1ol�mb1-1bॕm� Ő$��ő� _-m� 1o-7-
���-7o�-Ѵ�u;Ѵ-1bom-lb;m|o�;m|u;�r;uvom-v�7;v7;�
1�-Ѵt�b;u�r-u|;�7;Ѵ�l�m7oķ�mo�blrou|-�-�1࢙�m|ov�
hbѴॕl;|uov�7;�7bv|-m1b-�v;�;m1�;m|u;mķ�]u-1b-v�-�
Ѵ-�ro|;m1b-1bॕm���Ѵ-�bm|;mvbC1-1bॕm�7;�_;uu-lb;m-
|-v�t�;��-�;�bvঠ-mķ�1olo�;Ѵ�bm|;um;|ĺ

�Ѵ�bm|;um;|�_-�vb7o�l���blrou|-m|;ķ�r�;v�_-�-��-
7-7o�-�Ѵ-�;�r-mvbॕm�7;�Ѵ-v�u;7;v�7;�1om;1ঞ�b7-7�
;m|u;�r;uvom-vķ�;lru;v-vķ�]o0b;umovķ���Ѵ-v�0-v;v�
;�bv|;m|;v� 7;� 1omo1blb;m|oķ� ]u-1b-v� -� Ѵ-v� bmm�-
l;u-0Ѵ;v�lo|ou;v� 7;�0িvt�;7-�t�;� u;lb|;m� -Ѵ�
�v�-ubo�-�1�-Ѵt�b;u�vbঞo��;0�t�;�v;�t�b;u-�1om-
v�Ѵ|-uķ���-11;7;u�-��m-�]u-m�1-mঞ7-7�7;�0b;m;v���
v;u�b1bovĹ� 7;v7;� -Ѵbl;m|ovķ��;v|�-ubo���ঞt�;|;v�
r-u-��b-f;v�_-v|-�ruo]u-l-v��mb�;uvb|-ubovķ��;_झ-
1�Ѵov�7;�-Ѵ|-�]-l-���-11bom;v�;m�Ѵ-�0oѴv-�7;��--
Ѵou;v���7;�1�-Ѵt�b;u�;lru;v-ĺ

	;�bm|;um;|�v;�];m;u-��m�1om1;r|o�t�;ķ�;m�Ѵ-�l--
�ouझ-�7;�Ѵov�1-vovķ�v�;Ѵ;�v;u�;lrѴ;-7o�7;�l-m;u-�
bm|;u1-l0b-0Ѵ;Ĺ�;Ѵ�1b0;u;vr-1boĺ��v|;�v;�1-u-1|;ub-
�-�rou�v;u��m-�1omv|u�11bॕm�7b]b|-Ѵ�7;�v;u�b7ou;vķ�
1olr�|-7ou;v�1om;1|-7ov�;m|u;�vझķ�t�;�r;ulb|;m�
u;1b0bu���;m�b-u� bm=oul-1bॕmĺ�+�mo�v;�|u-|-�7;��m�
l0b|o�ࣱvb1oķ�t�;�r�;7-�v;u�|o1-7oĺ࢙

�o�o0v|-m|;�Ѵo�-m|;ubouķ�mb�Ѵ-�7b=�vbॕm�7;�m�;�-v�
|;1moѴo]झ-v�mb� Ѵ-v��bu|�7;v�7;� bm|;um;|�_-m�vb7o�

;lrѴ;-7-v�িmb1-l;m|;�r-u-�;Ѵ�0b;mĺ��-�1u;-1bॕm�
7;�;v|;�;v1;m-ubo��bu|�-Ѵ�;�bm|-m]b0Ѵ;�_-�1olrou-
|-7o�Ѵ-� bm1Ѵ�vbॕm�7;��m-�m�;�-�ruo0Ѵ;l࢙ঞ1-Ĺ�;Ѵ�
1b0;u7;Ѵb|oĺ��-�;�1;r1bom-Ѵb7-7�7;� Ѵ-v�ruorb;7--
7;v�7;Ѵ�1b0;u;vr-1bo�r;ulb|;�t�;� Ѵov�1ublbm-Ѵ;v�
-1|ি;m�;m࣐�Ѵ�vbm�v;u�b7;mঞC1-7ov�mb�u;1omo1b7ov�
rou�Ѵ-v�-�|oub7-7;vĸ�;v�7;1buķ�0-fo�;Ѵ�-mombl-|oķ�
r�;v�;m�;Ѵ�1b0;u;vr-1bo�mo�_-��0-m7;u-vķ��mb=ou-
l;v�mb�f�ubv7b11bom;vĺ

�m�;v|;�v;mঞ7oķ�;Ѵ�1b0;u;vr-1bo�o=u;1;��m�;vr-1bo�
r-u-�;Ѵ�;f;u1b1bo�7;Ѵ�1b0;u7;Ѵb|o��ķ�-7b1bom-Ѵl;m|;ķ�
;Ѵ� 1ubl;m� |u-mvm-1bom-Ѵ� ou]-mb�-7o� Ő�$�őķ� ruo-
0Ѵ;l࢙ঞ1-v�t�;�_-m� vb7o�ro|;m1b-7-v� ]u-1b-v� -Ѵ�
bm|;um;|���-��m-�7bl;mvbॕm�l࢙v�0b;m�7;v1omo1b-
7-ķ�r;uo�l���1olrѴ;f-���r;Ѵb]uov-Ĺ�Ѵ-�7-uh�;0ķ�;m�
1��-v�ruo=�m7b7-7;v�;v�rovb0Ѵ;�-7�;uঞu�|o7-��m-�
v;ub;� 7;�l;u1-7ov� bѴ;]-Ѵ;v� r-u-� ;Ѵ� 1b0;u1ubl;mķ�
1olo�;Ѵ�|u࢙C1o�7;�7uo]-v���7;�-ul-vķ�;Ѵ�=u-�7;�
��Ѵ-v�=-ѴvbC1-1bom;v�7;�7o1�l;m|ovķ�;Ѵ�Ѵ-�-7o�7;�
7bm;uo���Ѵ-�|u-|-�7;�r;uvom-vķ�-7;l࢙v�7;�Ѵ-�ruo-
lo1bॕm��� Ѵ-�r�0Ѵb1b7-7�7;�]u�rov�|;uuoubv|-v�;m�
|o7o�;Ѵ�l�m7oĺ

�v|;� -uঠ1�Ѵo� bmb1b-� ;�rѴb1-m7o� ;Ѵ� blr-1|o� 7;� Ѵ-�
]Ѵo0-Ѵb�-1bॕm�;m�Ѵ-�;l;u];m1b-�7;�m�;�-v�_;uu--
lb;m|-v� 1olo� ;Ѵ� bm|;um;|� �� ;Ѵ� 1b0;u;vr-1boĺ� �m�
v;]�m7o�Ѵ�]-uķ�v;�;�rom;�;Ѵ�=;mॕl;mo�7;Ѵ�1b0;-
u;vr-1boķ�v��blrou|-m1b-���v�v�blrѴb1-1bom;vĺ��ov-
|;uboul;m|;ķ�v;�;�rѴb1-�1ॕlo�;Ѵ�1b0;u;vr-1bo�_-�
7-7o�Ѵ�]-u�-�1b0;u7;Ѵb|ov�]u-1b-v�-�m�;�ov�7olb-
mbov�7;Ѵ�bm|;um;|ķ�1olo�Ѵ-�7;;r�;0 y la 7-uh�;0ĺ�
�ou� িѴঞloķ� v;� o=u;1;m� �m-v� u;1ol;m7-1bom;v�
r-u-�_-1;u�=u;m|;�-�;v|-�-l;m-�-�t�;�-=;1|-� Ѵ-�
v;]�ub7-7���7;=;mv-�m-1bom-Ѵ;vķ���v;�1om1Ѵ��;ĺ

1. La globaliza-
ción como origen 
del ciberespacio

�om�;Ѵ�Cm�7;�Ѵ-���;uu-�uझ-ķ�;Ѵ�l�m7o�_-�ro7b-
7o�ru;v;m1b-u�Ѵ-�bm|;mvbC1-1bॕm�7;��m�=;mॕl;mo�
t�;ķ�vb�0b;m��-�;�bvঠ-ķ�_-�-7t�bub7o�l-�ou�=�;u-
�-�1om�;Ѵ�1oѴ-rvo�7;Ѵ�1ol�mbvlo�;m�;Ѵ��Ѵot�;�
�ub;m|-ѴĹ� Ѵ-� ]Ѵo0-Ѵb�-1bॕmĺ� �v|;� =;mॕl;moķ� 7;�
1-u1࢙|;u�l�Ѵঞ7bl;mvbom-Ѵķ�1olrѴ;fo���7bm࢙lb1oķ�

R e v i s t a  F u e r z a s  A r m a d a s 33



v;�_-�;�r-m7b7o���_-�=-1bѴb|-7o�mo�voѴo�;Ѵ�lo-
�blb;m|o�7;�Ѵ-v�r;uvom-vķ�vbmo�|-l0b࣐mķ�;Ѵ�Y�fo�
7;�0b;m;vķ�v;u�b1bov���1-rb|-Ѵ�Ő�;|1�ķ�ƑƏƐƕőķ�-�Ѵo�
largo de las fronteras nacionales a lo largo y an-
1_o�7;Ѵ�]Ѵo0oĺ��-�;Ѵblbm-1bॕm�7;�Ѵ-v�u;v|ub11bo-
m;v�-Ѵ�1ol;u1bo���Ѵ-v�Cm-m�-v�bm|;um-1bom-Ѵ;vķ�Ѵ-�
7;vu;]�Ѵ-1bॕm�7;� Ѵ-v�;1omolझ-v��� Ѵ-� Ѵb0;u-1bॕm�
de los mercados han incrementado el comercio 
]Ѵo0-Ѵ���;vঞl�Ѵ-7o�;Ѵ�1u;1blb;m|o�7;�;1omolझ-v�
m�;�-v���Ѵb0u;v���;Ѵ�lo�blb;m|o�|u-mv=uom|;ub�o�
7;�0b;m;vķ�r;uvom-v���1-rb|-Ѵ� Ő����ķ�ƑƏƏƐőĺ��-�
;�rou|-1bॕm�7;�|u-0-fov�7;�r-झv;v�l࢙v�7;v-uuo-
ѴѴ-7ov�-�r-झv;v�l;mov�7;v-uuoѴѴ-7ovķ� f�m|o�1om�
Ѵov�-�-m1;v�u;1b;m|;v�;m�-]ub1�Ѵ|�u-���;Ѵ�-11;vo�
-� -Ѵbl;m|-1bॕmķ� l;7b1bm-vķ� v-Ѵ�7� �� ;7�1-1bॕmķ�
_-m� vb7o� ;=;1|ov� rovbঞ�ov� 7;� Ѵ-� ]Ѵo0-Ѵb�-1bॕm�
Ő�;|1�ķ�ƑƏƐƕőĺ

�vझ�lbvloķ�Ѵ-�]Ѵo0-Ѵb�-1bॕm�_-�=-1bѴb|-7o�;Ѵ�7;v--
uuoѴѴo�7;�Ѵ-�1b;m1b-���Ѵ-�|;1moѴo]झ-ķ�-Ѵ�l;fou-u�Ѵ-v�
1om7b1bom;v�ru;;�bv|;m|;v�r-u-�Ѵ-�1ol�mb1-1bॕm�
��;Ѵ� u;Ѵ-1bom-lb;m|o�;m|u;�r;uvom-vķ�ou]-mb�--
1bom;v����v|-7ovķ�-Ѵ�olbঞu�Ѵ-v�=uom|;u-v���-Ѵ�ѴѴ;-
]-u�-ķ��bu|�-Ѵl;m|;ķ�1�-Ѵt�b;u�ubm1ॕm�7;Ѵ�rѴ-m;|-ĺ�
�-�!;�oѴ�1bॕm�$;1moѴॕ]b1-�_-�=-�ou;1b7o�Ѵ-�1om-
�;u];m1b-�;m�v��mি1Ѵ;o�7;�7ov�-vr;1|ov�r-u-�Ѵ-�
bmmo�-1bॕm�7;Ѵ�ruo1;v-lb;m|o�7;Ѵ�1omo1blb;m|o�
�� v�� -rѴb1-1bॕmĹ� Ѵ-� bm=oul-1bॕm��� Ѵ-� 1ol�mb1--
1bॕm�Ő�-v|;ѴѴķ�ƐƖƖƕőĺ

�m�;v|;�v;mঞ7oķ�;Ѵ�v�u]blb;m|o�7;�Ѵ-v�|;1moѴo-
]झ-v�7;� Ѵ-� bm=oul-1bॕm��� Ѵ-� 1ol�mb1-1bॕm� Ő$��ő�
_-�|u-v=oul-7o�7;�l-m;u-�vb]mbC1-ঞ�-�;Ѵ�7b-ubo�
�b�bu� 7;� |o7ov� Ѵov� v;u;v� _�l-movķ� ]u-1b-v� -� Ѵ-�
l-�blb�-1bॕm���Ѵ-�ro|;m1b-1bॕm�7;�_;uu-lb;m|-v�
ru;;�bv|;m|;vķ� 1olo� Ѵov� |;Ѵ࣐=omov�lॕ�bѴ;vķ� Ѵov�
1olr�|-7ou;v� �� ;Ѵ� bm|;um;|� Ő�u0;Ѵ࢙;�ķ� ƑƏƐƓőĺ�
!;vr;1|o�-�;v|;�িѴঞloķ�;v�rovb0Ѵ;�-Cul-u�t�;�
;Ѵ�bm|;um;|�_-�u;7�1b7o�Ѵov�;vr-1bov���Ѵov�ঞ;l-
rov�;m|u;�Ѵov��v�-ubovķ�-Ѵ�r;ulbঞu�Ѵ-�;�r-mvbॕm�
7;� Ѵ-v� 1ol�mb1-1bom;v��� ;Ѵ� -11;vo� -� �m� bmm�-
l;u-0Ѵ;�1omf�m|o�7;�-rѴb1-1bom;v��bu|�-Ѵ;v�t�;�
r;ulb|;m�Ѵ-�;�r-mvbॕm�7;Ѵ�1omo1blb;m|o�Ő-�boķ�
ƑƏƏƐő���Ѵ-�-7t�bvb1bॕm�7;�m�;�-v�_-0bѴb7-7;v���
ruo7�1|ovķ�]u-1b-v�-�rou|-Ѵ;v�1��-�0িvt�;7-�u;-
lb|;� -� vbঞov��;0�7;ķ� ru1࢙ঞ1-l;m|;ķ� 1�-Ѵt�b;u�
|;l࢙ঞ1-�7;v;-7-Ĺ�-Ѵbl;m|ovķ��;_झ1�Ѵovķ��;v|�--
uboķ��b�b;m7-ķ�;m|u;|;mblb;m|oķ��b-f;vķ�Cm1-�u-झ�ķ�
ruorb;7-7;vķ�;7�1-1bॕmķ�Cm-m�-v���|o7o�ঞro�7;�
l;u1-7ov���m;]o1bovĺ

2. El ciberespacio

�Ѵ� bm|;um;|� _-� 7-7o� oub];m� -� �m� 1om1;r|o� t�;ķ�
;m�l�1_ov�1-vovķ�v�;Ѵ;�v;u�;lrѴ;-7o�7;�l-m;-
u-�bm|;u1-l0b-0Ѵ;�o�r-u-�_-1;u�u;=;u;m1b-�-Ѵ�lbv-
lo�;v1;m-uboĹ�;Ѵ�1b0;u;vr-1boĺ�	;�-1�;u7o�1om�;Ѵ�
�omv;fo��-1bom-Ѵ�7;��oѴझঞ1-��1omॕlb1-���"o1b-Ѵ�
7;�Ѵ-�!;rি0Ѵb1-�7;��oѴol0b-�Ő�����"ķ�ƑƏƐƐőķ�;m�
�bu|�7�7;�Ѵ-�!;voѴ�1bॕm��!��ƑƑƔѶ�7;�ƑƏƏƖķ�;Ѵ�1b-
0;u;vr-1bo�r�;7;�v;u�7;Cmb7o�1olo�ľ;Ѵ�-l0b;m|;�
|-m|o�ࣱvb1o�1olo��bu|�-Ѵ�1olr�;v|o�rou�1olr�-
|-7ou;vķ� vbv|;l-v� 1olr�|-1bom-Ѵ;vķ� ruo]u-l-v�
1olr�|-1bom-Ѵ;v� Ővo[�-u;őķ� u;7;v� 7;� |;Ѵ;1ol�-
mb1-1bom;vķ�7-|ov�;� bm=oul-1bॕm�t�;�;v��ঞѴb�-7o�
r-u-�Ѵ-�bm|;u-11bॕm�;m|u;��v�-ubovĿ�Őrĺ�ƒѶőĺ

�-u-� ��;_Ѵ� ŐƑƏƏƖőķ� ;Ѵ� 1b0;u;vr-1bo� v;� ;mঞ;m7;�
1olo�ľ�m�7olbmbo�1-u-1|;ub�-7o�rou�;Ѵ��vo�7;�Ѵ-�
;Ѵ;1|uॕmb1-���;Ѵ�;vr;1|uo�;Ѵ;1|uol-]m࣐ঞ1o�r-u-�
-Ѵl-1;m-uķ�lo7bC1-u�;�bm|;u1-l0b-u�bm=oul-1bॕm�
-�|u-࣐�v�7;�u;7;v�vbv|;l-v�7;�bm=oul-1bॕm�;�bm-
=u-;v|u�1|�u-v�ࣱvb1-vĿ�Ő1-rझ|�Ѵo���őĺ

�m�o|u-v�r-Ѵ-0u-vķ�;Ѵ�1b0;u;vr-1bo�;v��m-�u;-Ѵb7-7�
�bu|�-Ѵķ� �m-� 1omv|u�11bॕm� 7b]b|-Ѵ� 7;� v;u�b7ou;vķ�
1olr�|-7ou;v�1om;1|-7ov�;m|u;�vझķ�t�;�r;ulb|;�
u;1b0bu��� ;m�b-u� bm=oul-1bॕmĺ��o� v;� |u-|-� 7;� �m�
l0b|o�ࣱvb1oķ�|-m]b0Ѵ;ķ�t�;�r�;7-�v;u�|o1-7oĺ࢙

�-� -r-ub1bॕm� 7;� ;v|;� ;v1;m-ubo� _-� v�r�;v|o� Ѵ-�
1om�;u];m1b-� 7;�lিѴঞrѴ;v� -1|ou;v� �0b1-7ov� ;m�
|o7ov� Ѵov� Ѵ�]-u;v� 7;Ѵ� l�m7oķ� t�b;m;v� 1�;m|-m�
1om� Ѵ-�=-1�Ѵ|-7�7;�-1|�-u� Ѵb0u;l;m|;���=�;u-�7;�
1�-Ѵt�b;u� 1bu1�mv1ubr1bॕm� Ѵ;]-Ѵ� o� moul-ঞ�-ķ� vbm�
u;v|ub11bom;v�mb�Ѵblb|-1bom;vķ���-vझ�7;v-C-u�;Ѵ�1om-
|uoѴ�7;Ѵ��v|-7o�Ő�-uo1_;ѴѴ;ķ�ƑƏƏƓő���7;�;m|;v�7;�
�b]bѴ-m1b-���7;�v�r;u�bvbॕm� f�uझ7b1-ĺ��m�|-Ѵ�v;mঞ-
7oķ� ;Ѵ� 1b0;u;vr-1bo� r�;7;� 1olru;m7;uv;� 1olo�
�m�l�m7o�]ubvķ�|;m;0uovo���ov1�uoķ�;m�;Ѵ�t�;�Ѵ-�
v;]�ub7-7�mo�vb;lru;�;v|࢙�]-u-mঞ�-7-ĺ��m�;Ѵ�1b-
0;u;vr-1bo�mo��;lov�0-m7;u-vķ�mb��mb=oul;v�mb�
f�ubv7b11bom;vķ� mo� Ѵ;� �;lov� Ѵ-� 1-u-� -Ѵ� ;m;lb]oķ�
r�;v�;v|;�or;u-�0-fo��m�l-m|o�7;�-mombl-|oĺ

	;�;v-�l-m;u-ķ�;v�rovb0Ѵ;�-Cul-u�t�;�;Ѵ�1-lro�
7;�0-|-ѴѴ-�l�m7b-Ѵ�;v|࢙�lb]u-m7o�7;� Ѵov�1�-|uo�

E d i c i ó n  2 4 834



Tierra Espacio

Aire Mar

Ciberespacio

7olbmbov�|u-7b1bom-Ѵ;v�-Ѵ�t�bm|o�7olbmbo� ŐC]�u-�
Ɛőĺ��7;l࢙v�7;�ঞ;uu-ķ�l-uķ� -bu;���;vr-1boķ� ;Ѵ� 1b-
0;u;vr-1bo� _-� 1omv;]�b7o� 1omvঞ|�buv;� 1olo�;Ѵ�
m�;�o�|;-|uo�7;�Ѵ-�]�;uu-ķ�7;�t�bm|-�];m;u-1bॕmķ�
�bm1�Ѵ-7o�1om� Ѵ-�;�bv|;m1b-�7;� Ѵ-�]�;uu-�_झ0ub7-�
Ő�-b|࢙mķ�ƑƏƐƑőĺ

�ou� v�� 1-u1࢙|;u� |u-mvm-1bom-Ѵķ� t�;� 7;v1omo1;�
fronteras y actúa indiscriminadamente a lo largo 
7;�Ѵov�|;uub|oubov�m-1bom-Ѵ;vķ���]u-1b-v�-�;ѴѴo�7;v--
ࣱ-�1�-Ѵt�b;u�f�ubv7b11bॕm���|o7o�1om|uoѴ�;v|-|-Ѵķ�;Ѵ�
1b0;u;vr-1bo�_-�r;ulbঞ7o�;Ѵ�oub];m�7;��m-�m�;�-�
ruo0Ѵ;l࢙ঞ1-Ĺ�;Ѵ�1b0;u7;Ѵb|oĺ

El 1b0;u7;Ѳb|o� ;v� 7;Cmb7o� rou� ;Ѵ������"�ƒƕƏƐ�
ŐƑƏƐƐő� 1olo��m-� ľ-1ঞ�b7-7�7;Ѵb1ঞ�-�o� -0�vb�-�
relacionada con los ordenadores y las redes de 
1ol�mb1-1bom;vķ�0b;m�rout�;�v;��ঞѴb1;�;Ѵ�ou7;-
m-7ou�1olo�_;uu-lb;m|-�7;Ѵ�7;Ѵb|oķ�0b;m�rout�;�
v;-�;Ѵ�vbv|;l-�bm=oul࢙ঞ1o�Őo�v�v�7-|ovő�;Ѵ�o0f;ঞ-
�o�7;Ѵ�7;Ѵb|oĿĺ

�m|u;� Ѵov� 1b0;u7;Ѵb|ov�l࢙v� 7;v|-1-7ovķ� ;v� rovb-
0Ѵ;�;m1om|u-uĹ� Ѵ-�]�;uu-� bm=oul࢙ঞ1-ķ� Ѵov�1b0;u--
|-t�;vķ�;Ѵ�1b0;u|;uuoubvloķ�Ѵ-�bm=u-11bॕm�7;�7;u;-
1_ov�7;�-�|ouķ�;Ѵ� =u-�7;�7;� b7;mঞ7-7���;Ѵ� uo0o�
7;� bm=oul-1bॕmķ� Ѵ-�1b0;u;�|ouvbॕm���;Ѵ� |u࢙C1o�7;�

-ul-vķ�b7;mঞ7-7;vķ�7uo]-v���r;uvom-vķ�ro|;m1b--
7ov�|o7ov�;ѴѴov�rou�;Ѵ��$�ķ�vo0u;�Ѵo�1�-Ѵ�_-0Ѵ--
u;lov�l࢙v�-7;Ѵ-m|;ĺ

2.1. La ciberseguridad

�-u-�_-1;u�=u;m|;�-� Ѵov�1b0;u7;Ѵb|ovķ� Ѵov��v|-7ov�
_-m� u;1�uub7o� -� Ѵ-� bm1Ѵ�vbॕm�7;� Ѵ-�roѴझঞ1-�7;� Ѵ-�
�b0;uv;]�ub7-7� 7;m|uo� 7;� v�v� Ѵbm;-lb;m|ov� 7;�
v;]�ub7-7� �� 7;=;mv-� m-1bom-Ѵ;vĺ� �Ѵ� �����"�
ƒƕƏƐ� ŐƑƏƐƐő�7;��oѴol0b-�7;Cm;� Ѵ-�1b0;uv;]�ub-
dad�1olo�Ѵ-�ľ1-r-1b7-7�7;��m��v|-7o�r-u-�lbmb-
lb�-u�;Ѵ�mb�;Ѵ�7;�ub;v]o�-Ѵ�t�;�;v|࢙m�;�r�;v|ov�
v�v�1b�7-7-movķ�-m|;�-l;m-�-v�o� bm1b7;m|;v�7;�
m-|�u-Ѵ;�-�1b0;um࣐ঞ1-Ŀĺ

�v� blrou|-m|;� |ol-u�;m�1�;m|-ķ�;m�;v|-�7;Cmb-
1bॕmķ�Ѵ-�r-Ѵ-0u-�ľlbmblb�-uĿķ��-�t�;�;Ѵ��v|-7o�_-1;�
Ѵo�t�;�Ѵ;�1ouu;vrom7;���Ѵo�t�;�;v|࢙�-�v��-Ѵ1-m1;ķ�
7;�-1�;u7o�1om�v�v�=-1�Ѵ|-7;v���v�v�1-r-1b7-7;vķ�
r;uo�_-1;uѴo�mo�;v�|o7-�v��u;vromv-0bѴb7-7ķ�1om-
vb7;u-m7oķ�-7;l࢙vķ�t�;�7b1_-v�-l;m-�-v�1b0;u-
m࣐ঞ1-v�vom�7bࣱ1bѴ;v�7;�v�r;u�bv-uķ��b]bѴ-u���1om-
|uoѴ-uķ�7-7o�;Ѵ�1-u1࢙|;u�;vr;1b-Ѵķ�1�-vb�bm�bvb0Ѵ;���
vb]bѴovo�7;Ѵ�1b0;u;vr-1boķ�;m�;Ѵ�1�-Ѵ�v;�r�;7;�7;-
v-uuoѴѴ-u��m-�m�l;uov-�1-mঞ7-7�7;�-1ঞ�b7-7;v�

La difusión de nuevas tecnolo-
gías y las virtudes del internet 
no han sido empleados úni-

camente para el bien. La crea-
ción de este escenario virtual 
e intangible ha comportado la 
inclusión de una nueva pro-

blemática: el ciberdelito.

Figura 1.��ov�1bm1o�7olbmbov�7;�Ѵ-�]�;uu-
Fuente: ;Ѵ-0ou-1bॕm�ruorb-ķ�-7-r|-7o�7;��-b|࢙m�ŐƑƏƐƑőĺ
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bѴ;]-Ѵ;vķ�1olo�;Ѵ�|;uuoubvloķ�;Ѵ�|u࢙C1o�7;�-ul-v���
;Ѵ�m-u1o|u࢙C1oķ�;m|u;�o|uovĺ��Ѵ�u;vr;1|oķ�;v�r;u-
ঞm;m|;�1�;vঞom-uv;�rou�t࣐��-Ѵ]�mov�1ublbm-Ѵ;v�
7;1b7;m�-1|�-u�;m�;Ѵ�1b0;u;vr-1boĺ

2.2. ¿Por qué migran los delincuentes 
al ciberespacio?

 � �m�rubl;u� Ѵ�]-uķ�mo�_-��t�;�;v|-u�;m�vbঞo�
mb�;�rom;u�Ѵ-��b7-ĺ��ou�;f;lrѴoķ�Ѵov�|u-C1-m|;v�
7;�7uo]-v�r�;7;m�|u-0-f-u�-�7bv|-m1b-�r-u-�ou-
t�;v|-u��� 7bub]bu� Ѵ-v� u�|-v� 7;Ѵ� m-u1o|u࢙C1oķ� Ѵ-v�
;v|u-|;]b-v� 7;� ;m�झoķ� Ѵ-� ruo7�11bॕmķ� Ѵ-� u;1;r-
1bॕm��� Ѵ-� Ѵo]झvঞ1-� ;m� ];m;u-Ѵķ� �� -vझ� ;�-7bu� ;m�
;Ѵ�ruo1;vo�Ѵ-�r;uv;1�1bॕm�7;�Ѵ-v�-�|oub7-7;v���
;�b|-uv;�;�rom;u�v���b7-ķ�v��b7;mঞ7-7���v��bm-
|;]ub7-7�Ő�oor;u�ş��hbmoķ�ƑƏƐƔőĺ

 � �m�v;]�m7o�Ѵ�]-uķ�Ѵ-��;Ѵo1b7-7�7;Ѵ�bѴझ1b|o�;v�
l-�ou�t�;�Ѵ-�rovb0Ѵ;�;m�Ѵ-v�or;u-1bom;v�|u-7b-
1bom-Ѵ;vķ�7-7-v� Ѵ-� u-rb7;���� Ѵ-� =-1bѴb7-7�7;� Ѵ-v�
|;1moѴo]झ-v�r-u-�1oou7bm-u�;m�झov�7;�7uo]-v���
-ul-v�-�7bvঞm|-v�u;]bom;v�7;Ѵ�l�m7oķ�-Ѵ�-Ѵ1-m-
1;�7;��m�1olr�|-7ou�o��m�7bvrovbঞ�o�;Ѵ;1|uॕ-
mb1o�Ő�oor;u�ş��hbmoķ�ƑƏƐƔőĺ

 � �m�|;u1;u� Ѵ�]-uķ�;Ѵ�-mombl-|o��� Ѵ-� bm7;|;1-
|-0bѴb7-7�]-u-mঞ�-m�-�Ѵov�7;Ѵbm1�;m|;v��m-�ruo-
tección ante los mecanismos del Estado para 
r;uv;]�buѴov��� Ѵo1-Ѵb�-uѴovĺ��u-1b-v�-� Ѵ-� |;1mo-
Ѵo]झ-�|-m�-�-m�-7-�7;�_o�ķ�;v�rovb0Ѵ;�;lbঞu���
u;1b0bu� v;ो-Ѵ;vķ� ѴѴ-l-7-v� �� 1ol�mb1-1bom;v� -�
|u-࣐�v�7;�7bvrovbঞ�ov�t�;�mo�r;ulb|;m�;Ѵ�u-v-
|u;o�mb� Ѵ-�];oѴo1-Ѵb�-1bॕmķ� Ѵo�1�-Ѵ� =-1bѴb|-�-� Ѵov�

7;Ѵbm1�;m|;v� bm|;u-1|�-u� vbm� v;u� 7;v1�0b;u|ov�
Ő�oor;u�ş��hbmoķ�ƑƏƐƔőĺ

 � �m�1�-u|o�Ѵ�]-uķ�;v|࢙�Ѵ-�1ubr|olom;7-ķ��m-�
lom;7-�7b]b|-Ѵ�ruo7�1b7-�rou��m-�u;7�rি0Ѵb1-ķ�
;m��;��7;�rou��m�]o0b;umoķ���t�;��ঞѴb�-�Ѵ-�1ubr-
|o]u-ࣱ-�r-u-�-v;]�u-u�t�;�Ѵov�r-]ov�v;�;m�झ;m�
��v;�u;1b0-m�7;�=oul-�v;]�u-�Ő�oor;u�ş��hbmoķ�
ƑƏƐƔőĺ

$o7ov�;v|ov�0;m;C1bov�7;Ѵ�1b0;u;vr-1bo�r-u-�1o-
l;|;u�7;Ѵb|ov�mov�u;lb|;m�-Ѵ�vb]�b;m|;�-r-u|-7oĺ

3. ¿Ciberespacio: 
¿un “nuevo” me-
GLR�SDUD�WUiÀFR�GH�
drogas y ciberdeli-
tos? 

�Ѵ�1b0;u;vr-1bo�_-�7-7o� Ѵ�]-u�-��-ub-v�1-r-v�7;�
u;7;vĸ��m-vķ�Ѵ;]-Ѵ;vķ���o|u-vķ�bѴ;]-Ѵ;vĺ��ou�|-Ѵ�lo-
ঞ�oķ� ;v� blrou|-m|;� l;m1bom-u� �� ;v|-0Ѵ;1;u� Ѵ-v�
7b=;u;m1b-v�t�;�;�bv|;m�;m|u;��m-���o|u-ķ�r-u-�mo�
;m|u-u�;m�1om=�vbom;vĺ��v|-v�1-r-v�7;�Ѵ-�u;7�r�;-
7;m�v;u�;f;lrѴbC1-7-v�1om��m�b1;0;u]Ĺ�Ѵ-�rubl;u-�
rou1bॕm�7;Ѵ� bm|;um;|ķ� Ѵ-�)ouѲ7�)b7;�);0� Ő���őķ�
;v|�7࢙bvromb0Ѵ;�r-u-�|o7ovķ�;v�-11;vb0Ѵ;�1om�0�v-
1-7ou;v� 1om�;m1bom-Ѵ;vĺ� �� l;7b7-� t�;� �-lov�
7;v1;m7b;m7o�;m�;Ѵ�b1;0;u]ķ��-lov�;m1om|u-m7o�
rou1bom;v�l࢙v�ov1�u-v���ruo=�m7-v�7;Ѵ�bm|;um;|Ĺ�
la 7;;r��;0�Őu;7�ruo=�m7-ő���Ѵ-�7-uh��;0�Őu;7�ov-
1�u-ő�ŐC]�u-�Ƒőĺ

3.1. )ouѲ7�)b7;�);0 (web)

�m�rubl;u�Ѵ�]-uķ�;v|࢙�Ѵ-�rou1bॕm�7;Ѵ�bm|;um;|�t�;�
;v�l࢙v�=-lbѴb-u�r-u-�|o7ov�movo|uovĹ�Ѵ-����ĺ�$o-
7ov�|;m;lov�-11;vo�-�;ѴѴ-���_-1;�r-u|;�7;�m�;v-
|uo�7b-ubo��b�bu��bu|�-Ѵĺ��-u-�bm]u;v-u�-�;ѴѴ-ķ�;v�ro-
vb0Ѵ;�_-1;u��vo�7;��-ubov�m-�;]-7ou;v�1omo1b7ov�
Ő�oo]Ѵ;��_uol;ķ� �m|;um;|���rѴou;uķ�bu;=o�őķ� Ѵov�
1�-Ѵ;v�mov�7bub];m�-��m-�]u-m�1-mঞ7-7�7;�1om-
|;mb7ovķ� bm1Ѵ��;m7o� u;7;v� vo1b-Ѵ;v� Ő-1;0oohķ�
$�b�;uķ� �mv|-]u-lķ�+o�$�0;őķ� r࢙]bm-v� 7;� ;m|u;-
|;mblb;m|oķ� 1ol;u1b-Ѵ;vķ� bm=oul-ঞ�-vķ� ]�0;um--
l;m|-Ѵ;vķ�;7�1-ঞ�-vķ�;|1ĺ��m� Ѵ-�����ro7;lov�
;m1om|u-uķ� �vb1-l;m|;ķ࢙0 1�-Ѵt�b;u� bm=oul-1bॕm�
t�;�7;v;;lov�Ő�-ѴѴ-u7oķ�ƑƏƐƕőĺ


����F�8�Ybo�b��8�O�Fb±´btÁ±�Y8Y�
como la “capacidad de un 

Estado para minimizar el nivel 
de riesgo al que están expuestos 
sus ciudadanos, ante amenazas 

o incidentes de naturaleza 
cibernética.”
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3.2. 	;;r��;0 (red profunda) 

�v|-� _-1;� u;=;u;m1b-� -� �m-� 1Ѵ-v;� 7;� 1om|;mb7o�
t�;�mo�r�;7;�v;u�-11;7b7o�rou�lo|ou;v�7;�0িv-
t�;7-� |u-7b1bom-Ѵ;vķ� r�;v� 7b1_o� 1om|;mb7o� _-�
vb7o�7;Ѵb0;u-7-l;m|;�mo�bm7;�-7oĺ��-u-�bm]u;v-u�
-� ;ѴѴ-ķ� v;� u;t�b;u;m� r;ulbvov� �� 1Ѵ-�;v� ;vr;1b--
Ѵ;v�ŐbmhѴ;-ķ�ƑƏƐƕőĺ�";�1omvb7;u-�t�;�;Ѵ�ƖѵՓѷ�7;�
|o7o�;Ѵ�1om|;mb7o�7;Ѵ�bm|;um;|�v;�;m1�;m|u-ķ�ru;-
1bv-l;m|;ķ�;m�;v|-�rou1bॕm�7;�Ѵ-�u;7ĺ��om�l࢙v�7;�
ƕƔƏƏ�|;u-0�|;v�7;�1om|;mb7oķ�;m�Ѵ-�7;;r��;0 se 
r�;7;m�;m1om|u-u�vo[�-u;�rub�-7ovķ�-u1_b�ov�7;�
�;0ķ��;0vb|;v� bm7;�-7-vķ� u;7;v��Ƒ�ķ�1om|;mb7o�
7bm࢙lb1oķ�1om|;mb7o�;m1ubr|-7o���1om|;mb7o�moŊ
�$��ķ�;m|u;�o|uov�Ő�oor;u�ş��_bh-7-ķ�ƑƏƐƔőĺ

�Ѵ�rubl;u�-m|;1;7;m|;�7;�;v|-� u;7�ruo=�m7-�v;�
u;lom|-�-�Ѵ-�1u;-1bॕm�7;�Ѵ-�ľ"bѴh�!o-7Ŀķ�;Ѵ�rubl;u�
mercado negro onlineķ�1u;-7o�rou�!ovv�&Ѵ0ub1_|ķ���
;m�;Ѵ�1�-Ѵ�Ѵov��v�-ubov�ro7झ-m�;m1om|u-u�|o7o�ঞro�
7;� ruo7�1|ov� 7;� 1om|u-0-m7oķ� rubm1br-Ѵl;m|;�
7uo]-v�bѴ;]-Ѵ;vķ�_-v|-�t�;�=�;�7;vl-m|;Ѵ-7-�rou�
;Ѵ����;m�ƑƏƐƒ�Ő"�bķ��-�;uѴ;;�ş�!�7;vbѴѴķ�ƑƏƐƔőĺ�
�v|;�ঞro�7;�l;u1-7ov�m;]uov�-0ubuझ-�r-vo�-�l࢙v�

lo7;umov���1om|;lrou࢙m;ov�l;u1-7ov�ov1�uovķ�
1��o�lo7;Ѵo�7;�1olru-v�;v�vblbѴ-u�-Ѵ�7;�r࢙]bm-v�
1olo���-��o��l-�omķ�7om7;�v;�r�;7;m�;m1om-
|u-u�1-|࢙Ѵo]ov�7;�1olru-v���1-uub|ov�7;�1olru-v�
r-u-�-7t�bubu�;v|ov�ruo7�1|ov�bѴ;]-Ѵ;vĺ

3.3 	-uh�);0 (red oscura)
bm-Ѵl;m|;ķ�;m1om|u-lov�Ѵ-��om-�l࢙v�ruo=�m7-Ĺ�
Ѵ-�u;7�ov1�u-ĺ��Ѵ�b]�-Ѵ�t�;�Ѵ-�u;7�ruo=�m7-ķ�Ѵ-�7-uh�
�;0�mo�r�;7;�v;u�-11;7b7-�rou�lo|ou;v�7;�0িv-
t�;7-�|u-7b1bom-Ѵ;vķ�|o7-��;��t�;�v��1om|;mb7o�
v;�;m1�;m|u-�7;Ѵb0;u-7-l;m|;�o1�Ѵ|oĺ

��;ѴѴ-�v;�r�;7;�-11;7;u�-�|u-࣐�v�7;��m-�u;7�1o-
mo1b7-� 1olo� $�!� Ő$_;� �mbom� !o�|;uőĺ� �mb1b-Ѵ-
l;m|;ķ�$�!�=�;�1u;-7o�;m�ƑƏƏƑ�rou�;Ѵ�&"��--
�-Ѵ�!;v;-u1_��-0ou-|ou�ķ�1olo��m-�_;uu-lb;m|-�
r-u-�1ol�mb1-uv;�online�7;�l-m;u-�-mॕmbl-�Ő"�bķ�
�-�;uѴ;;�ş�!�7;vbѴѴķ�ƑƏƐƔőĺ�"bm�;l0-u]oķ�1om�;Ѵ�
|u-mv1�uvo�7;�Ѵov�-ोovķ�;v|-�ruorb;7-7�7;�-momb-
l-|o�;�bm7;|;1|-0bѴb7-7�_-�vb7o�-ruo�;1_-7-�rou�
criminales y terroristas para coordinar acciones 
�� 1om�;uv-1bom;v� -� |u-࣐�v� 7;� ;v|-� u;7� ov1�u-ĺ�

Figura 2. �-v�u;7;v�7;Ѵ�bm|;um;|
Fuente:: ���ĺ7b-uboror�Ѵ-uĺ1olĺ-uņ|;1moѴo]b-ņ1oloŊ;vŊѴ-Ŋ7;;rŊ�;0ŊѴ-Ŋu;7Ŋ7om7;Ŋv;Ŋlo�b-Ŋ;ѴŊr;7b-|u-Ŋ7;ѴŊ
]-uu-_-lŊ7;|;mb7oŊroumo]u-C-Ŋbm=-mঞѴŊmƒƖѶƐƒѶ
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�ov�1ublbm-Ѵ;v�-ruo�;1_-m�Ѵ-�;�1;r1bom-Ѵb7-7�7;Ѵ�
-mombl-|o�7;�Ѵ-�u;7�ov1�u-ĸ�v�v�-1ঞ�b7-7;v�vom�
bm7;|;1|-0Ѵ;vķ��� Ѵov� u;1�uvovķ� bm�bvb0Ѵ;v� Ő�oor;u�
ş��_bh-7-ķ�ƑƏƐƔőĺ��ou�|-Ѵ�loঞ�oķ� Ѵ-�u;7�ov1�u-�
_-�vb7o��ঞѴb�-7-�r-u-�Ѵ-�1olbvbॕm�7;�7;Ѵb|ov���-1-
1;vo�-�u;1�uvov�7;�|o7o�ঞro�7;�l-]mb|�7���mb�;Ѵ�
Ő�-ѴѴ-u7oķ�ƑƏƐƕőĹ

 � Financiero:� Ѵ-�-7o�7;�0b|1obmvķ� 1�;m|-v� uo-
0-7-v�7;��-��-Ѵķ�|-uf;|-v�7;�1u7࣐b|o�1Ѵom-7-v���
ru;r-]-7-vķ�=-ѴvbC1-1bॕm�7;�7bm;uoĺ�

 � Comercial: ;�rѴo|-1bॕm� v;��-Ѵķ� l;u1-7o�
m;]uoķ� gadgets uo0-7ovķ� -ul-v� �� l�mb1bom;vķ�
=-ѴvbC1-1bॕm�7;�7o1�l;m|ovķ��;m|-�7;�7uo]-vķ�
l;7b1-l;m|ovķ�vo[�-u;ĺ

 � �mombl-|o��� v;]�ub7-7ث� bmv|u�11bom;v� r-u-�
u;=ou�-u�Ѵ-�v;]�ub7-7�7;Ѵ�-11;voĸ�-11;vo�-�l;u-
1-7o�m;]uo�7;�vb1-ubovĺ�

 � ";u�b1bo� 7;� _ovঞm]:� vbঞov� 7;� -Ѵof-lb;m|o�
1om�-0voѴ�|-�rub�-1b7-7ĺ�

 � �Ѳo]vĶ� =ouov� �� |-0Ѳom;v� 7;� bl];m;vث com-
ru-�;m|-vķ�_-1hbm]�;�bm|;u1-l0bo�7;�bl࢙];m;vĸ�
foros de 1u-1h;uv�;m�0�v1-�7;��झ1ঞl-vĺ�

 � ";u�b1bo�7;�1ouu;o���l;mv-f;uث-࠸�]u-ঞv���7;�
r-]o�1om�""����vorou|;�7;�����ĺ��ov�1_-|v�vo-
0u;��!��o�*���ĺ�

 � --_�u1_b�ov�1;mv�u-7ovķ-�ث1oࢼ࠸�bvlo�roѲࢼ�1
1hঞ�bvlo���-m-ut�झ-ĸ�7o1�l;m|ov�1Ѵ-vbC1-7ovĺ�

 � ";1u;|ov�7;��v|-7o���vorѲom;vث��m�mirror de 
)bhb�;-hv���Ѵ�]-u;v�r-u-�r�0Ѵb1-uĺ�

 � �b0uovث�miles de ;ň0oohv�Ѵb0u;v�7;�1or�ub]_| y 
;m�7bvঞm|ov�=oul-|ovķ�-vझ�1olo�7;v1-u]-v�bѴ;-
]-Ѵ;vĺ�

 � ��;�roumo]u-ࣱ-�7;�r-]o���Ѵb0uثv-1ࢼࡱbm-v�;u[
-11;voķ�vbm�Ѵझlb|;�lou-Ѵĺ�

 � �-1h;o�rou�;m1-u]oث��|-t�;v�		o"ķ�|uo�--
movķ�r_bv_bm]Ķ�vr-llbm]Ķ�0o|m;|�-];m|vĺ�

o|ovĹ�_�rvĹņņ;�r-mvbomĺl�ņ|;1moѴo]b-ņƑƏƐѶņƐƏņƏƐņ;ѴŊ
cibercrimen-pasara-factura-por-600-000-mdd-de-dolares-a-
nivel-mundial
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